
Solutions for compliance with GDPR
What is the GDPR?

The GDPR (General Data Protection Regulation) is the new European regulation to protect natural persons when their personal 
data is processed and for the free exchange of data.

Personal data: 
any information connected with a natural 
person which can be used to identify that 
person directly or indirectly. For example: 
name, ID, residence, e-mail, fi nancial and 
tax information, medical records, 
pictures, fi ngerprints etc.

Processing: 
any measures taken with personal data. 

For example: collection, registration, 
organisation, storage, amendments, use, 

notifi cation, destruction etc.

Who is obliged 
to comply with the GDPR?

From what point in time 
is the GDPR to be applied?

The GDPR came into force on the 24th May 2016, but from the 25th 
May 2018 it becomes binding.

For public and private facilities, this will mean that it will be necessary 
to implement various measures for processing these data correctly. 

All facilities in the European Union (EU) that 
process personal data and facilities outside the EU region that process 
the personal data of European citizens.

How are the personal data to be processed according to GDPR?

They are to be processed lawfully, fairly 
and transparently 

(“lawfulness, fairness and transparency”);

The data must be accurate and up to date:
all reasonable measures must be taken, so 
that personal data that with the regard to the 
purposes for which they are being processed 
are inaccurate (“accuracy”) are removed or 
corrected without delay.Data must be collected for defi ned, lawful 

purposes and may not be processed at a 
later time for other purposes 

(“purpose limitation”); They may not be stored for longer than is re-
quired for the purposes of processing personal 
data (“storage limitation”);

The data must be appropriate, relevant and 
limited to what is necessary for processing 

purposes (“data minimisation”); By applying appropriate technical or orga-
nisational measures, appropriate security of 
the personal data is to be ensured, including 
protection from unauthorised or unlawful
processing and loss, destruction or accidental 
damage (“integrity and confi dentiality”);
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How can INTIMUS help you to comply with the above listed 
basic principles of data processing?

One of the greatest innovations in the GDPR is the “principle of accountability”. This is defi ned as the requirement for facilities to apply technical and 
organisational measures in order to be able to guarantee and demonstrate that processing complies with the GDPR.

The use of INTIMUS shredders can contribute to proving that facilities comply with the GDPR and can also 
demonstrate this, as:

They enable the immediate, secure and effective destruction of the documents containing the personal data 
that must no longer be used because

 § they are no longer required for the purpose for which they were obtained (compliance with the basic principle of “data 
minimisation”).

 § They are inaccurate (compliance with the basic principle of “accuracy”).

 § The period for lawful processing has been exceeded (compliance with the basic principle of “storage limitation”).

1
Represents an appropriate personal data security 
measure to prevent unauthorised or unlawful 
processing of these personal data. The use of 
INTIMUS shredders enables documents containing 
personal data to be destroyed immediately on the 
premises of the facility, so that the latter always has 
control of the procedure (compliance with the 
basic principle of “integrity and confi dentiality”).

2
If required (testing, audit etc.) you can demonstrate 
compliance with GDPR. The use of INTIMUS 
shredders is clear proof of deliberate, conscientious 
and proactive conduct of the facility in processing 
personal data (compliance with the basic 
principle of “accountability”).

3

Breaches of security
Another GDPR innovation is found in the regulation governing breaches of security, generally known as “security failures or security gaps”.

The GDPR defi nes these as any breach of security that causes the destruction, loss or accidental or unlawful changes to personal data which are trans-
ferred, stored or in some other way processed, or as the unlawful transfer of or access to these data.

According to GDPR, facilities that have suffered a breach of security are obliged to report this incident, not only to the responsible authorities but also to 
the data subjects whose data have been put at risk.  All of this is accompanied by the corresponding damage to reputation created by such notifi cations.

Destruction of the documents containing personal data defi nitely represents one of the measures that are most 
vulnerable to security failure.

Disposing of documents containing personal data in the waste paper basket or the recycling containers on open sites 
is not a suitable solution for destroying these documents. Any unauthorised third party could freely access the information 
contained in these documents.

Even among the various solutions considered as appropriate for the destruction of documents, we can see risks for data security. 
For example, subcontracting the destruction to an external company does not guarantee there will be no incidents possi-
bly occurring during transport, for example the loss of documents, theft etc.

The introduction of an efficient destruction procedure for documents containing personal data using the INTIMUS shredders can 
contribute to preventing the occurrence of breaches of security, insofar as facilities are not placing the destruction of their 

documents into the hands of third parties and have absolute control over the entire destruction process.
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What rights can data subjects exercise with regard to facilities 
that process their personal data?

Right to information: data subjects have the right to a 
copy of the personal data that are being processed.

Right to correction: data subjects have the right 
to have their personal data corrected if these are 

inaccurate, without unreasonable delay.

Right to limitation: data subjects have the right to 
have the processing of their personal data limited, so 
that processing measures that would in every case 
be involved are not applied to their personal data.

Right to deletion: data subjects have the right 
to deletion of data concerning them without 

unreasonable delay.

The use of INTIMUS shredders enables 
immediate, fully secure compliance with the 

demand, allowing the right to deletion of 
personal data to be exercised.

Right to data portability: data subjects are entitled 
to demand that their personal data can be directly 

transferred from one data controller to another.

Penalties for violations are very severe and can in 
certain cases amount to up to 20 million euros or 
an amount equivalent to 4 % of the the total annual 
turnover of the prior financial year; the higher 
amount is set as the penalty.

Among those instances for which the GDPR sets 
the highest penalties are violations of the basic 
principles for the processing of personal data and/or 
infringements of the rights of data subjects.

How high can the penalties for violations be?

The use of INTIMUS shredders will help you to comply with the principles listed and when exercising the 
right to deletion of personal data, which is exercised by the data subjects.

What further measures must facilities take to comply 
with GDPR?

To comply with GDPR, facilities must also make 
the following adjustments to their data protection 
policies:

Depending on the risk that processing the data by 
the facilities represents, the latter must also take up 
the following measures:

 § Transparency and information of the data subjects. 
It is necessary to adjust the data collection forms 
and revise the legal notice on the website.

 § Unambiguous consent. It must be clear that data 
subjects are giving their consent. Tacit or implicit 
consent no longer applies.

 § All applicable contracts that affect data processing 
must be adapted to the requirements of GDPR. 
These must be checked individually; generic 
clauses are no longer valid.

 § Appointment of a data protection officer. The data 
protection officer monitors the appropriate data 
processing of the facility.

 § Impact assessment of processing. An assessment 
is required for high-risk processing, for example 
profile creation, the processing of large quantities 
of sensitive data or large-scale observation.

 § And finally: some facilities need to keep a register 
of data processing they are carrying out.
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Protect your data with

SECURITY MAP

DEGAUSSER  
HAMMER 
CRUSHER 
FLASHEX  
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HDD GRANULATOR    
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SHREDDER      

Secrecy classifi cation low medium high low medium high low medium high low medium high
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Contact us and we will 
advise you!
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